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Hur konfigurerar du SSO med Active Directory

med hjalp av SAML?

Ester Andersson - 2024-02-19 - API, SAML, integrationer och allmanna installningar

Steg 1 - Kontakta Learnifier

Kontakta support@learnifier.com och meddela att du vill konfigurera SSO med Active Directory. Vi kommer

sedan att ge dig en kundspecifik metadata-URL att anvédnda.

*0OBS: Vi rekommenderar att du anvander minst AD FS 3.0 (inkluderat i Windows 2012R2) eller senare.

Steg 2 - Lagg till Learnifier som en Relying Party Trust i ADFS

Starta AD FS Management-verktyget under Administrative Tools

Valj mappen "Trust Relationships" och hégerklicka, samt klicka pa "Add Relying Party Trusts".
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Se till att alternativet Import data about the relying party published online or on a local network ar markerat.

Ange den kundspecifika metadata-URL du fick fran Learnifier. Till exempel, dar du bor ange

"https://service.learnifier.com/auth saml/saml/metadata" i faltet.



https://support.learnifier.com/sv
https://support.learnifier.com/sv/kb
https://support.learnifier.com/sv/kb/api-saml-integrations-and-general-settings
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] Add Relying Party Trust Wizard x|

Select Data Source

Steps Select an option that thiz wizard will uze to obtain data about thiz relving party:
@ Welcome _ ) )
®) |mport data about the relping party published online or on a local network

@ Select Data Source . ) ) " . L .

|Jge this option to import the necessary data and certificates from a relying party organization that publishes
@ Configure Multi-factar itz federation metadata online or on a local network.

Authentication Mow? )
Federation metadata address [host name ar URL):

@ Choose Issuance

Autharization Fules https: /service: leamifier. comdauth_saml/samlmetadata
Feady to &dd Trust Example: fs.contoso.com or hitps: 2w, contoso, com/app
@ Finizh () Import data abot the relying party from a file

|Jge this option to import the necessary data and certificates from a relying party organization that has
exported itz federation metadata to a file. Ensure that thiz file is from a trusted source. This wizard will not
wvalidate the source of the fils.

Federation metadata file location:

Browse...

(") Enter data about the relying party manualy

|Jze this option ta manually input the necessany data about this relying party organization.

< Previoug | | Mext » | | Cancel

Redigera visningsnamnet och anteckningen om du vill. Nar du &r klar, klicka pa Nasta



Specify Display Name

Steps Enter the display narme and any optional notes for this relying party.
@ Welcome Digplay name;
@ Select Data Source |b!h"i:&.b¥l‘liﬁef.bon‘1

@ Specity Dizsplay Mame Motes:

@ Configure Mulbi-fackor
Authentication Mow?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Firish

| <Previous | | Mest> || Cancel

P& den har sidan véljer du att inte anvanda MFA (Multi-Factor Authentication).

Steps Configure multi-factor authentication settings for this relying party trust. Multi-factor authentication is required if

@ Welcome there iz a match for any of the specified requirements.

@ Select Data Source

@ Specify Display Name bulti-factor Authentication Global Settings
@ gomigtir_e h:u'ti';fd%' Requiremets Uszers/Groups Mot corfigured
uthentication Mow?
@ Choose lssuance Device Mat configured
Authorization Fules Location Mot configured

@ Ready to Add Trust
@ Finish

®) | do not want to configure multifactor authentication settings For thiz relving party trust at this tme.

() Configure multi-factar authentication settings for this relying party tust.

You can aleo configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Confiquiing Authentication Policies,

< Previous || hleut = || Cancel




P& den hér sidan tillater du alla anvandare att fa atkomst till Learnifier

i Add Relying Party Trust Wizard x|
Choose Issuance Authorization Rules

Steps |zzuance authorization rules determine whether a user is permitted to receive claims for the relying party.
@ ‘welcome Choosze one of the following options for the initial behavior of this relping party's issuance authorization ules.

@ Select Data Source

®) Pemit all users to access this reling party

» Specify Display Mame The issuance authorization rules will be configured to permit all users to access this relving party. The reling

party zervice or application may still deny the uzer access.

@ Configure Muliifactor
Authentication Mow? ) )
() Deny all users access to this relying party
/ ChDDS'-a Is_suanc:e The izzuance authorization rules will be configured to denp all uzers access to this relving party. You must
Avthorization Rules . A ! !
later add izsuance authorization rules to enable any users to access this relving party.
@ FReadyto Add Trust

@ Finigh

V'ou can change the issuance authorization les for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rulez in the Actions pane.

| < Previous || MHest » || Cancel

Pa den hér sidan klickar du helt enkelt pa “Next”



Ready to Add Trust

Steps The relying party trust has been configured. Review the following zettings, and then click Mext to add the

@ Welcome telying party trust bo the A0 FS configuration database.

@ Select Data Source tonitoring |Identifiers Encryption | Signature | Accepted Claims | Oraanization Endpnintsl Not|| g |’

@ Specify Display Name Specify the monitoring settings for this relying party trust.
@ Configure Multi-factor

Athortioation Mo Fielving party's federation metadata URL:

® Ch | |https: Azervice leamifier. comdauth_saml/zaml/metadata/Federationkd etadata/2007-06/F ederationbd et|
ooge [szuance

Autharization Rules

@ Ready to Add Trust

b anitar relying party

@ Finish Automatically update relying party
i

This reling party's federation metadata data was last checked on:
/2672017

This relying party waz last updated fram federation metadata on:

4/26/2M7

| < Previous | | MHext » | | Cancel

Se till att kryssrutan ar markerad och klicka pa “Close”.



Finish

Steps The relving party trust was successfully added to the AD FS configuration database.

@ ‘Welcome - ) . L . .
“r'ou can modify this relying party bust by uzing the Properties dialog box in the AD FS b anagement snap-in.

@ Select Dats Source

@ Specify Display Mame

. . +/| Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

@ Configure Multi-factor P 2 SR
Authentication Haow?

@ Chooge |zzuance
Autharization Rules

@ Ready toddd Trust
@ Finish

Cloze

Klicka pa "Add Rule"



lzsuance Transtorm Rules | |zzuance Authonization Fules I Delegation Autharization Fules

The following tranzform rules specify the claims that will be sent to the relying party.

Order  Rule Mame |zzued Claims

AddRule... | | EditFue.. | | Remove Rule..

Cancel | | Apply

Valj att skicka LDAP-attribut som Claims



¥ Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The descrption provides
@ Choose Rule Type details about each claim rule bemplate.
@ Configure Claim Fule Claim rule template:

Send LDAP Attributes as Claims W

Claim rule template description:

Uzing the Send LDAP Attribute az Claims rule template you can select attributes fron an LOAP attribute
store such as Active Directory to send as claims to the relping party. Multiple attributes may be sent as
multiple claims from a single rule using thiz rule type. For example, you can use this rule template to create
a rule that will extract attibute values for authenticated uzers from the displayM ame and telephoneMumber
Active Directory attibutes and then send thoze values as two different outgoing claims. This rule may also
be used to send all of the uzer’s group memberships. [f you wart ta only zend individual group
memberships, use the Send Group Membership az a Claim rule template.

< Previous | MHext » || Caticel |

Ange "Learnifier Claims" som Claim rule name. Se till att Attribute Store ar
Active Directory och lagg till varden enligt skarmbilden.



ur

Configure Rule

Steps
@ Chooze Rule Typpe
@ Configure Claim Rule

Add Transform Claim Rule Wizard -

You can configure this rule to send the values of LDAP attributes as claims. Select an attibute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgaing claim types that will be
isstied from the ule.

Clairni rule narme:

Learnifier Clairns

Fiule template: Send LDAP Attributes az Claims

Attribute store:

#ctive Directany ]

M apping of LDAP attributes to outgoing claim types:

I;Edhiigaibute [Select or type to Outgoing Claim Type [Select or type to add more)
Sa-sccount-M ame v ((Hame 1D W
Diizplay-M anme W || Mame viz
E-Mail-éddreszes v | E-Mail &ddress v
Given-M ame || Given M ame W
4 Surname “ | Surname W -
< Previous | | Finizh | | Cancel

Steg 3 - Kontakta Learnifier

Kontakta din representant och ge honom/henne URL:en for SAML-metadata for ditt Active Directory Federation
Services. Om inloggningsservern / AD FS &r nabar under https://login.example.com &r metadata vanligtvis

tillgdnglig pa https://login.example.com/FederationMetadata/2007-06/FederationMetadata.xml. Lanken maste

vara en HTTP-lank och servern maste vara nabar fran det offentliga internet.

Du bor fa en “response” kort efter att anslutningen har upprattats.

Felsokning

Se till att Secure hash algorithm &r installd pa SHA-256 (tillgangligt under fliken Advanced) i den skapade

Relying Party Trust.


https://login.example.com
https://login.example.com/FederationMetadata/2007-06/FederationMetadata.xml.

