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Trinn 1 - Kontakt Learnifier

Kontakt support@learnifier.com og gi beskjed om at du gnsker & konfigurere SSO med Active Directory. Vi vil
deretter gi deg en kundespesifikk metadata-URL & bruke.

*0OBS: Vi anbefaler at du bruker minst AD FS 3.0 (inkludert i Windows 2012R2) eller nyere.*

Trinn 2 - Legg til Learnifier som en Relying Party Trust i ADFS

Start AD FS Management-verktgyet under Administrative Tools.

Velg mappen "Trust Relationships" og heyreklikk, og klikk deretter pa "Add Relying Party Trusts".
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Pé velkomstsiden i "Add Relying Party Trust Wizard" klikker du pa Start.
Serg for at alternativet "Import data about the relying party published online or on a local network" er valgt.

Angi den kundespesifikke metadata-URLen du mottok fra Learnifier. For eksempel, der du skal angi
"https://service.learnifier.com/auth saml/saml/metadata" i feltet.
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Select Data Source

Steps
@ ‘Welcome
@ Select Data Source
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@ Choose Issuance
Authorization Rules

@ Ready toddd Trust
@ Finizh

Select an option that thiz wizard will uze to obtain data about thiz relving party:

®) |mport data about the relying party published online or on a local network

|Jge this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address [host name ar URL):

| hittps: //service. leamifier. comdauth_saml/saml/metadats

Example: fz.contoso.com or https: /v, contozo,com/app

() Impart data sbout the relying party from a file

|Jge this option to import the necessary data and certificates from a relying party organization that has
exported itz federation metadata to a file. Ensure that thiz file is from a trusted source. This wizard will not
wvalidate the source of the fils.

Federation metadata file location:
| | Browse. ..

() Enter data about the relying party manually

|Jze this option ta manually input the necessany data about this relying party organization.

| < Previoug | | Mext » | | Cancel

Rediger “display name” og “note” om ngdvendig. Nar du er ferdig, klikker du pa “Next”.

Specify Display Name

Steps

@ Welcome

@ Select Data Source
@ Specity Display Mame

@ Configure Multi-fackor
Authentication Mow?

@ Choose lzsuance
Authorization Rules

@ Ready to Add Trust
@ Firish

Enter the display narme and any optional notes for this relying party.
Dizplay name:

||s=rv1'cabalniﬁe1.m

Mokes:

<Previous | | Mest> || Cancel




P& denne siden velger du & ikke bruke MFA (Multi-Factor Authentication).

S

Steps

@ “Welcome

@ Select Data Source
@ Specify Display Mame

@ Configure Multi-factor
Authentication How?

@ Choose [zzuance
Autharization Fules

@ Feady to Add Trust
@ Finizh

Add Relying Party Trust Wizard -

Configure multi-factor authentication settings for this relying party tust. Multi-factor authentication is required if
there iz a match for any of the specified requirements.

ulti-factor Authentication Global Settings
Requirements Uszers/Groups Mot configured
Device Mot configured
Location Mot configured

® | do not want ko configure multifactor authentication settings for this relying party trugt at this time,

() Configure multi-factor authentication settings for this relying party trust.

You can alzo configure multi-factar authentication settings for thiz relying party trust by navigating to the
Authentication Paolicies node. For more information, see Configuing Authentication Palicies,

< Previous | | Mewt » | | Caticel

P& denne siden tillater du alle brukere & fa tilgang til Learnifier.



i Add Relying Party Trust Wizard x|

Choose Issuance Authorization Rules

Steps |3zuance authorization rules determine whether a user iz permitted to receive claims for the relving party.

@ ‘Welcome Chaoose ote of the following options for the initial behavior of thiz relying party's issuance authorization ules.

@ Select Data Source ® Pemit all Lusers to access this relying party
» Specify Display Name The izsuance authorization rules will be configured to permit all uzers to access this relping party. The relying

) . arty service or application may still deny the uzer access.
@ Configure Multifactor P A7 P D

* Authentication Mow? . .
J Deny all users access to this relying party

@ Choosze lssuance
Avthorization Rules

@ Feady o Add Trust

The izsuance authonization rules will be configured to deny all uzers access to this relying party. ou must
later add issuance authorization rules to enable any users to access this relying party.

@ Finizh ) . . . . .
V'ou can change the issuance authaorization iles for this relying party trust by selecting the relying party trust
and clicking Edit Claim RBulez in the Actions pane.

< Previous | | MHext » | | Cancel

P& denne siden klikker du bare pa "Next".



Ready to Add Trust

Steps The relying party trust has been configured. Review the following zettings, and then click Mext to add the

@ Welcome telying party trust bo the A0 FS configuration database.

@ Select Data Source tonitoring |Identifiers Encryption | Signature | Accepted Claims | Oraanization Endpnintsl Not|| g |’

@ Specify Display Name Specify the monitoring settings for this relying party trust.
@ Configure Multi-factor

Athortioation Mo Fielving party's federation metadata URL:

® Ch | |https: Azervice leamifier. comdauth_saml/zaml/metadata/Federationkd etadata/2007-06/F ederationbd et|
ooge [szuance

Autharization Rules

@ Ready to Add Trust

b anitar relying party

@ Finish Automatically update relying party
i

This reling party's federation metadata data was last checked on:
/2672017

This relying party waz last updated fram federation metadata on:

4/26/2M7

< Previous | | MHext » | | Cancel

°

Serg for at avmerkingsboksen er merket og klikk pa "Close".



Finish

Steps The relving party trust was successfully added to the AD FS configuration database.

@ ‘Welcome - ) . L . .
“r'ou can modify this relying party bust by uzing the Properties dialog box in the AD FS b anagement snap-in.

@ Select Dats Source

@ Specify Display Mame

. . +/| Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

@ Configure Multi-factor P 2 SR
Authentication Haow?

@ Chooge |zzuance
Autharization Rules

@ Ready toddd Trust
@ Finish

Cloze

Klikk pa "Add Rule".



lzsuance Transtorm Rules | |zzuance Authonization Fules I Delegation Autharization Fules

The following tranzform rules specify the claims that will be sent to the relying party.

Order  Rule Mame |zzued Claims

AddRule... | | EditFue.. | | Remove Rule..

Cancel | | Apply

Velg a sende “LDAP Attributes” som Claims.



% Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The descrption provides
@ Choose Fule Type detailz about each claim rule template.
@ Configure Claim Fule Claim rule template:

Send LDAP Attributes as Claims W

Claim rule template description:

Uzing the Send LDAP Attribute az Claims rule template you can select attributes fron an LOAP attribute
store such as Active Directory to send as claims to the relping party. Multiple attributes may be sent as
multiple claims from a single rule using thiz rule type. For example, you can use this rule template to create
a rule that will extract attibute values for authenticated uzers from the displayM ame and telephoneMumber
Active Directory attibutes and then send thoze values as two different outgoing claims. This rule may also
be used to send all of the uzer’s group memberships. [f you wart ta only zend individual group
memberships, use the Send Group Membership az a Claim rule template.

< Previous MHext » || Caticel |

Angi "Learnifier Claims" som Claim rule name. Sgrg for at “Attribute Store” er “Active Director” og legg til
verdiene som vist p& skjermbildet.



i Add Transform Claim Rule Wizard

Configure Rule
Steps

isstied from the ule.
@ Configure Claim Rule
Clairni rule narme:

You can configure this rule to send the values of LDAP attributes as claims. Select an attibute store from
@ Chaose Fule Type which to extract LDAP attributes. Specify how the attributes will map ta the outgaing claim types that will be

Learnifier Clairns

Fiule template: Send LDAP Attributes az Claims

Attribute store:

#ctive Directany ]

M apping of LDAP attributes to outgoing claim types:

I;Edhiigaibute [Select or type to Outgoing Claim Type [Select or type to add more)
Sa-sccount-M ame v ((Hame 1D W
Diizplay-M anme W || Mame viz
E-Mail-éddreszes v | E-Mail &ddress v
Given-M ame || Given M ame W
4 Surname “ | Surname W -
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Trinn 3 - Kontakt Learnifier

Kontakt din representant og gi ham/henne URL-en for SAML-metadata for ditt Active Directory Federation

Services. Hvis “login web server” / AD FS er tilgjengelig pa https://login.example.com, er metadata vanligvis
tilgjengelig pa https://login.example.com/FederationMetadata/2007-06/FederationMetadata.xml. I.enken ma

veere en HTTP-lenke, og serveren ma veere tilgjengelig fra det offentlige internettet.

Du ber fa en “response” kort tid etter at tilkoblingen er etablert.

Feilsgking

Serg for at Secure hash algorithm er satt til SHA-256 (tilgjengelig under fanen “Advanced”) i den opprettede

Relying Party Trust.


https://login.example.com,
https://login.example.com/FederationMetadata/2007-06/FederationMetadata.xml.

