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Directory using SAML?
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Step 1 -Contact Learnifier

Contact support@learnifier.com and let us know that

you want to set up SSO with Active Directory. We will
then give you a customer-specific metadata URL for you
to use.

*OBS: We recommend that you use at least AD FS 3.0
(included in Windows 2012R2) or later.*

Step 2 - Adding Learnifier as a Relying Party
Trust in ADFS

Start the AD FS Management tool under Administrative
Tools

Select the Trust Relationships folder and right click and
select Add Relying Party Trusts
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On the Welcome to the Add Relying Party Trust Wizard
click Start

Make sure that the Import data about the relying party
published online or on a local network button is
selected.

Enter the customer-specific metadata URL you
received from Learnifier. For example in this picture
where you should enter

"https://service.learnifier.com/auth saml/saml/metadata
" in the field.



https://service.learnifier.com/auth_saml/saml/metadata

i Add Relying Party Trust Wizard Lx |
Select Data Source

Steps Select an option that thiz wizard will uze to obtain data about this relying party:
@ ‘Welcome . . ) )
(®) |mport data about the relying party published online or on a local netwark.

@ Select Data Source . . . . ; - .

Uze thiz aption ba import the necessamy data and cetificates fram a relying party arganization that publizhes:
@ Configure Multi-factor itz federation metadata online or on a local network.

Authentication Mow? .
Federation metadata addresz [host name or LIRL):

@ Choose lssuance

Autharization Rules hittps: /' service. learnifier. com./auth_saml/zaml/metadats)
@ Ready to Add Trst Example: fs.contozo.com or https: /Awww. contozo. com/app
@ Finigh () Import data about the relying party from a file

Usge thiz option to import the necessamy data and certificates from a relying party organization that has
exported itz federation metadata to a file. Ensure that this file iz from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

Browse. ..
() Enter data shaut the relying party manually
Usge thiz option to manually input the necessamy data about thiz relying party organization.
< Previous | | Mext > | | Cancel
Edit the display name and note if you like. When
finished click Next
iz Add Relying Party Trust Wizard [x]

Specify Display Name

Steps Ernter the dizplay narme and any optional nates o thes relying panty.
@ Welcome Dizplay name:
@ Select Data Source Isawicelaanifier.cnm

o Specily Display Mame Motes:

@ Configure Mult-facior
Authentication Mow?

® Choose lssuance
Authonization Aules

@ Ready to Add Trust
@ Firizh

< Previous Mext » Cancel




On this page, select to not use MFA.
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Steps

@ 'Welcome

@ Select Data Source
@ Specity Display Mame

@ LConfigure Multifactor
Authentication Now?

@ Choose lzsuance
Authorization Rules

@ Ready to Add Trust
@ Finizh

Add Relying Party Trust Wizard -

Configure multi-factor authentication zettings for this relying party trust. Multi-factor authentication is required if
there iz a match for any of the specified requirements.

Multi-factor Authentication Global Settings
Fequirements Usgers/Groups Mot configured
Device Mot configured
Location Mot configured

| do niot want to configure multi-factor authentication settings for this relying party trust at this time.

O Configure multi-factor authentication settings for this relying party tust.

You can also configure multifactor authentication settings for this relying party trugt by navigating to the
Authentication Policies node. For more information, see Configuning &uthentication Policies.

< Previous || Mext » || Cancel

On this page, permit all users to access Learnifier
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Add Relying Party Trust Wizard -

Choose Issuance Authorization Rules

Steps
@ ‘Welcome
@ Select Data Source

@ Specify Dizplay Mame

» Configure Multi-factor
Authentication Mow?

@ Choose lssuance
Authorization Fules

@ Ready to Add Trust
@ Finizh

lzsuance authorization rules determing whether a user iz permitted to receive claims for the relying party.
Chooge one of the following options for the initial behavior of thiz relying party's izzuance authorization rules.
® Permit all users to access this relying party
The izsuance autharization rules will be configured to permit all users to access thiz relving party. The relying
party zervice of application may still dery the uzer access.
O Deny all users access to this relying party

The issuance autharization rules will be configured to deny all users access ta this relying party. Y'ou must
later add izzuance authorization rules to enable any ugers to access thiz relying party.

You cah change the izsuance authorization rules for this relving party trust by selecting the reluing party trust
and clicking Edit Claim Rules in the Actions pane.

£ Previous || ext » || Cancel




On this page,
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Ready to Add Trust

Steps

Wieloome

@ Select Data Source

@ Specify Dizplay Mame

@ Configure Multi-factor
Authertication Mow?

) Choose lssuance
Authonization Fules

) Ready to Add Trust

@ Finish

simply click Next

Add Relying Party Trust Wizard

The relying party trust has been configured. Review the following zettings, and then click Mext to add the

relying party trust ko the AD FS configuration database.

Specify the monitoring settings for thiz relying party trust,

Relying party's federation metadata URL:

Moritoring | |dentifiers | Encryption | Signature | &ccepted Claims | Organization | Endpoints | Nat € | >

https://zervice. leamifier. com/auth_saml/saml/metadata/Federationtd etadata/ 2007-06/Federationt et

This relying party's federation metadata data was last checked on:
4/26/2M7

This relying party was last updated from federation metadata on:
/265207

< Previous | | Mext >

| | Cancel

Make sure that the checkbox is marked and click close.

Finish
Steps

@ ‘wWelcome

) Select Data Source

@ Specify Display Mame

@ Configure Multi-factor
Authentication Mow?

@ Choose lssuance
Authorization Rules

) Feady to Add Trust
) Finish

Add Relying Party Trust Wizard

The relying party trust was successfully added to the AD FS configuration database.

“t'ou can modify this relying party tust by using the Properties dialog bax in the AD FS Management snap-in.

Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

Cloge



Click on “Add Rule”

Izzuance Transform Rules | |zsuance Authorization Fules | Delegation Authorization Fules

The fallowing tranzfarm rules specify the claims that will be zent ta the relving party.

Order  Rule Mame |zzued Claims

AddRule.. | | EditRule.. | | Remove Fule..

Cancel | | Apply

Select to Send LDAP Attributes as Claims



Y7 Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim rule that vou want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Uzing the Send LDAP Attribute a5 Claims mile template you can select attibutes from an LDAP attribute
store such as Active Directory to send as claims ta the relying party. Multiple attributes may be zent az
multiple claims from a single rule uging this rule tppe. For example, you can use this rule template to create
arule that will extract attribute values for authenticated users from the displagMame and telephoneMumber
Active Directary attnbutes and then send those values as bwo different outgoing claims. This rule may alzo
be used to end all of the user’s group memberships. If you want to only send individual group
memberships, use the Send Group Membership az a Claim rule template.

< Previous st > || Cancel

Enter “Learnifier Claims” as the Claim rule name. Make
sure that the Attribute Store is Active Directory and add
the values according to the screenshot.

% Add Transform Claim Rule Wizard -

Configure Rule

Steps “f'ou can configure this rule to send the values of LDAP attributes as claims. Select an attibute store from

@ Chooze Rule Type which to extract LDAP attributes. Specify how the attibutes will map to the outgaing claim tipes that will be
issued from the rule.

@ LConfigure Claim Rule
Clairn rule name:

Learnifier Claims

Fule template: Send LDAP Attributes as Claims

Attribute store:

ctive Directary iw

M apping of LDAP attributes to outgoing claim types:

LDAP Attibuts [Select or type to Outgaing Claim Type [Select or type ta add mare)

add mare]
SAM-Account-Mame w |[Mame D W
Digplay-Mame w | Mame vi=
E-MailAddresses w [|E-Mail Address
Given-Mame w || Given Mame ]

» Surmarme w || Sumame v -

< Previous | | Finish | | Cancel




Step 3 - Contact Learnifier

Contact your representative and provide him/her with
the URL of the SAML metadata for your Active
Directory Federation Services. If the login web server /
AD FS is reachable under https://login.example.com the

metadata is usually available at
https://login.example.com/FederationMetadata/2007-06/
FederationMetadata.xml. The link must be an HTTP link
and the server must be reachable from the public

internet.

You should receive a response shortly after that the
connection is established.

Troubleshooting

Make sure that the Secure hash algorithm is set to
SHA-256 (available under the Advanced tab) in the
created Relying Party Trust.
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